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1 Introduction

Based on the ATSSS interim agreement, it is concluded to use the MPTCP function for the MPTCP flows, and the ATSSS function for all other flows (e.g. UDP, TCP, Ethernet, etc.). The MPTCP function is supported by the MPTCP protocol which is already implemented by IOS or Linux system and proofed to be efficient in reality. However, for the application based on the TCP protocol, the SOCKSv5 should be applied to convert the TCP protocol to MPTCP protocol, which is natively supported by IOS, but not by Linux kernel. Therefore, the ATSSS function will be used for such TCP traffic and should have the same user plane performance as MPTCP function. 

The ATSSS function can be achieved as 4G NBIOFM function, but some steering modes cannot be supported by the 4G NBIFOM.
Table 1-1: Steering modes for TCP traffic
	Steering mode
	MPTCP function for TCP traffic (via SOCKS5) 
	4G NBIOFM function for TCP traffic

	
	Apple IOS

https://developer.apple.com/documentation/foundation/urlsessionconfiguration/multipathservicetype
	Linux

https://multipath-tcp.org/pmwiki.php/Users/ConfigureMPTCP   
	

	Active-Standby
	‘Handover’: A Multipath TCP service that provides seamless handover between Wi-Fi and cellular in order to preserve the connection.
	N/A
	Yes, it can be supported based on the routing rules and RAN rules.

	Smallest Delay
	‘Interactive’: A service whereby Multipath TCP attempts to use the lowest-latency interface.
	'Default': It will first send data on sub-flows with the lowest RTT until their congestion-window is full. 
	No, because NBIFOM does not support link performance measurement and packets reordering, which is needed as the disordering happened during the switching procedure to the smallest delay path (the latter packets transported via the lowest RTT path may reach earlier than the former packets via the source path), and it may happen frequently as the need of fast reaction to the link state (i.e. RTT) change.
Although the reordering is supported by TCP layer, the out-of-order packets will impact the TCP performance seriously. For example, “A TCP receiver SHOULD send an immediate duplicate ACK when an out-of-order segment arrives.” as defined in RFC 5681, obviously it will produce many useless ACK.  

	Load-Balancing
	‘Aggregate’: A service that aggregates the capacities of other Multipath options in an attempt to increase throughput and minimize latency.
	'Roundrobin': This scheduler will transmit traffic in a round-robin fashion on multipath.
	No, cannot support the traffic splitting on the two accesses with any percent of load-balancing.   

	Redundancy steering
	N/A
	'Redundant': This scheduler will try to transmit the traffic on all available sub-flows in a redundant way.
	No, cannot support the reordering and duplication packets detection. It is useful for URLLC service. 


Table 1-2: Steering modes for non TCP traffic (e.g. UDP)
	Steering mode
	4G NBIOFM function for UDP traffic

	Active-Standby
	Yes, the same as Table 1-1. It can be supported based on the routing rules and RAN rules.  

	Smallest Delay
	No, as described in Table 1-1, the disordering will happen. Take video as an example, the disordering packets will be discarded by application, resulting in the image distortion. 

	Load-Balancing
	No, the same as Table 1-1.   

	Redundancy steering
	No, the same as Table 1-1. It is useful when one wants to achieve the lowest possible latency by sacrificing the bandwidth. 


Therefore, based on the 4G NBIOFM function, it is proposed to add an additional tunnel function between the UE and UPF (as defined in solution 3 TFCP tunnel or solution 1 convergence tunnel) to achieve that the ATSSS function can support all the steering modes. 

The ATSSS function including NBIOFM-based traffic Distribution/recombination function and TFCP tunnel function is defined as below:
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Figure1-1: ATSSS function
In this contribution, it is proposed to update the solution 3 for the above ATSSS function. 
In addition, evaluation of the solutions in the TR and 4G NBIFOM is provided. Based on the evaluation, an interim agreement for ATSSS function is proposed.
2
Proposal 

It is proposed to agree the following P-CR to TR 23.793.
********************* start of changes ****************
6.3.1
Architecture framework Description
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Figure 6.3.1-1: ATSSS architecture
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Figure 6.3.1-2: ATSSS function

NOTE: 
Path Performance Measurement function includes access agnostic performance measurement and access specific performance measurement. The MPTCP function can use the access specific performance measurement provided by the Path Performance Measurement function to help traffic steering/splitting/switching, altogether with the access agnostic performance information (e.g. RTT) measured by TCP layer itself.
****************** Next change*********************
6.3.1.1
ATSSS Policy Control function description

The ATSSS Policy Control function in PCF defines the following policies according to the application-specific information, the UE subscription data, user preference, local policy or any combination of them:
-
Traffic steering policy: This rule is used to select an access when initiating a new data flow.

-
Traffic switching policy: This rule is used to determine when a data flow should be moved from 3GPP to non-3GPP or vice versa.

-
Traffic splitting policy: This rule is used to determine when a data flow should be split across 3GPP and non-3GPP.

The above policies may determine the appropriate access by the following principle:

-
Smallest Delay First: The Smallest Delay path (i.e. the smallest Round-Trip Time (RTT) path) is selected to forward traffic.

-
Load-Balancing: A SDF Traffic is split on both access paths, allowing for equal or unequal traffic distribution, e.g. based on weights.
-
Active-Standby: It is used to steer a SDF on one access (the Active access), when this access is available, and to switch the SDF to the other access (the Standby access), when Active access becomes unavailable. When the Active access becomes available again, the SDF is switched back to this access. If the Standby access is not defined, then the SDF is only allowed on the Active access and cannot be transferred on another access. For example, the Active access is decided based on the traffic/Application type, or user location information, etc.
-
Traffic/Application type: Special traffic types or applications are bound to a given access path, as defined by the user or the operator.

-
User location information: Traffic is bound to 3GPP or non-3GPP network at the specific location, e.g. non-3GPP is provided higher priority at home or at office.
-
Redundancy transmission: Traffic is transmitted via 3GPP and non-3GPP accesses in a redundant way to achieve the lowest latency and lower the loss rate.
Editor's note:
It is FFS whether and how the Least loaded First or or the other steering policies need to be standardized.


The PCF sends the PCC rule to the SMF including the ATSSS policy. As the extension of the PCC rule, it may include the following new parameters for ATSSS control in a MA-PDU session:
-
A Steering Mode (Active-Standby, Smallest Delay, Load-Balancing, Redundancy transmission)
-
A Steering Function (MPTCP function, ATSSS function)
-
Access Technology

-
Routing Factor (optional)

-
Second Access Technology (optional)

-
Routing Factor (optional)

The presence of both access technology means that this PCC rule is applicable for both accesses. It may because this PCC rule is independent on the access technology, or it already includes both access specific rules. For example, one traffic flow can be transported via 3GPP or/and non-3GPP access, and the PCC rule such as the QoS policy or the charging policy are the same no matter what is the access technology used for this traffic, then this PCC rule can include both 3GPP and non-3GPP access technology in the ATSSS policy. Another example, if only the charging method is different for the differnet access, this PCC rule may include both charging method for 3GPP and non-3GPP separately, then this PCC rule may include both access technology in the ATSSS policy.
The Routing Factor shows the traffic distribution ratio on each access technology when both accesses are applicable for the traffic flow. It may be decided by PCF based on the character of the service. For example, the operator may want the IPTV service mainly transported via the wireline access, it then defines that the Routing Factor for wireline access is at least 80% (NOTE 1). In this way, the 3GPP access as the second access technology can provide some available resource, e.g. no more than 20% (NOTE 1), and avoid excessive traffic flow impacting on the 3GPP access, especially when the fixed access failed.

NOTE:
The exact Routing Factor values do not mandate it shall be enforced based on traffic splitting per packet. For example, a Routing Factor as "3GPP access : non3GPP = no more than 20% : at least 80%" can be executed as "3GPP access : non3GPP access = 0% : 100%" if the traffic splitting per packet is not supported or enforced.
****************** Next change*********************
6.3.1.3
ATSSS function description

The ATSSS function contains the following functionality:

-
Traffic Distribution function: Distribute traffic onto the appropriate 3GPP or non-3GPP access path based on the ATSSS rules/Packet Detection rules and path performance measurement.

The Traffic Distribution function forwards the traffic either over the 3GPP or non-3GPP access or both. It determines which path may be used for an incoming packet given traffic distribution based on the ATSSS rules/Packet Detection rules and the state of the network. More specifically, the ATSSS rules are from the SMF as defined in clause 6.3.1.2, the performance of each access path is reported by the Path Performance Measurement function.

-
Traffic Recombination function: Recombine traffic flows received from the 3GPP and non3GPP access.


The Traffic Recombination function receives the traffic from both 3GPP and non-3GPP access and forwards the traffic to the upper layer, e.g. IP layer. 
If the TFCP Encapsulation/Decapsulation function is used for this traffic, this Traffic Recombination function also provides reordering of potential out of order packets based on the sequence number in the TFCP layer. The sequence number defined in TFCP header includes single, double or triple series numbers A, B-A or C-B-A. The number A shows the sequence number per PDU session, per QoS flow, or per traffic flow. The optional number B distinguishes the packets belonging to the different traffic flow. The optional number C shows the sequence number per access if the detection of access level data loss is necessary.
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Figure 6.3.1.3-1: The usage of the sequence number in TFCP header
Editor's note:
the impact of reordering procedure on QoS is FFS (e.g. on different traffic classes)

The Traffic Recombination function sets a buffer memory for the TFCP traffic flow. The length of the buffer is implementation specific. The received packets belong to the same TFCP traffic flow shall be reordered in the buffer based on the sequence number carried in the TFCP header. If a timer T (implementation dependent, e.g. related with the Max{RTT-3GPP access, RTT-non3GPP access}) elapses before the packet is received, this packet is treated as lost. If the received packet sequence number is smaller than the smallest sequence number stored in the buffer, or there is packet with the same sequence number already existing in the buffer, the latter received packet is treated as the replicated and discarded.

In the buffer, the maximum reordering time is equal to the timer T, i.e. the received packet waits time T for the former missing ones before outputted from the buffer. The Traffic Recombination function ensures that the packet transmission time (RTT/2) plus maximum reordering time T satisfies the Packet Delay Budget defined in the QoS. For the bandwidth, especially for the high latency and high bandwidth non-GBR/GBR service (e.g. video, TCP-based flows as defined in TS 23.501 [5], Table 5.7.4-1), transmission via both accesses can achieve more bandwidth with the proper algorithm (NOTE 1).
NOTE 1:
For example, the UE or the UPF may trigger the traffic splitting per packet for non-GBR service when the RTT on both accesses are on the same level, e.g. RTT1 for 3GPP is 20ms, RTT2 for non-3GPP is 25ms. The sender may gradually increase the bandwidth on each access until the RTT for this access is impacted or close to the latency threshold, e.g. 100Mbps with RTT1=20ms for 3GPP access, 200Mbps with RTT2=25ms for non-3GPP access, then keeping the routing ratio 3GPP:non-3GPP =1:2 to obtain 300Mbps with RTT=25ms.


-
TFCP Encapsulation/Decapsulation function (Optional): Encapsulate/Decapsulate the TFCP header may be applied based on the ATSSS rules/Packet Detection rules, for example:
- if the Smallest Delay First steering mode is used, the TFCP header is added for the related traffic to solve the packet disordering issue happened when the traffic is switched to the smallest delay path.
- if the Load-Balancing steering mode is used, the TFCP header is added to support any percent of load-balancing across both accesses, when there is only one ongoing traffic for a SDF.
- if the Redundancy transmission steering mode is used, the TFCP header is added to support the packets reordering and duplication detection.

The TFCP Encapsulation/Decapsulation function adds or removes the TFCP header for the PDU session data. The TFCP layer may be subjected to per PDU session, per QoS flow, or per Packet Filter according to the different requirement. The TFCP tunnel is added when it is necessary (NOTE 2, NOTE 3). According to sequence of packets received from the upper layer, the packet Encapsulation function set the sequence number in the TFCP header.
NOTE 2:
For the ongoing traffic, when the TFCP tunnel is added later, the End Marker packet can be used to distinguish the former packets without the TFCP header and the latter packets with the TFCP header . When the TFCP tunnel is removed, the End Marker can still be used to distinguish the former packets with TFCP header and the latter packets without TFCP header.
NOTE 3:
If the TFCP tunnel is needed for single-access PDU session in future, such as detecting the link performance, this solution can also support the TFCP tunnel established at the very beginning of the PDU session establishment procedure.
****************** Next change**********************
6.x
Evaluation

The solutions which are evaluated on the following aspects:
· Applied Traffic types: Solution 1&3&6 can be applied to any type of traffic (e.g. UDP, TCP, Ethernet, unstructured, etc.).
· Steering performance: Solution 1&3&6 can support all steering modes.

· Efficiency: Except GMA based tunnel solution, Solution 1&6 introduces two or three additional layers between the UE and UPF, apart from the original protocol stack. Solution 3 and GMA in Solution 1 only introduces one additional layer between UE and UPF, therefore Solution 3 and GMA method in Solution 1 is more efficient than Solution 1&6 (excluding GMA).
· Dependency on Operating System: Except GMA based tunnel solution, Solution 1&6 relies on the existing protocols (e.g. GRE, MPTCP,SCTP, MP-QUIC(not available yet)) to implement traffic steering/splitting/switching functionality, which needs the UE’s Operating System to be enhanced to support an additional tunnel establishment under the PDU IP layer. Solution 3 does not have specific requirement to Operating System.
Apart from the solutions described in this TR, 4G NBIFOM is also an alternative to support ATSSS Function. However, since 4G NBIFOM can only support Active-Standby steering mode, and does not support other steering modes such as Smallest Delay, Load-Balancing and Redundancy steering, 4G NBIFOM cannot reach the same performance as MPTCP function. Actually Solution 3 can be seen as kind of enhancement of 4G NBIFOM solution, with an additional tunnel function between the UE and UPF.
NOTE 1: Solution 5 is already concluded to implement traffic steering/splitting/switching for TCP traffic, in the case that the operating system supports SOCKS v4 or v5, and is not considered in this evaluation part.

NOTE 2: Solution 7 is mainly focusing on link performance measurement, which is to be evaluated separately.
NOTE 3: Solution 10 is based on Solution 6 and Solution 7, and does not need to be evaluated on its own.
To sum up, Solution 1&3&6 can support any type of traffic steering modes (i.e. Active-Standby, Smallest Delay, Load-Balancing). All these three modes are already implemented by MPTCP in reality and proved to be efficient on taking advantage of both access resource. For example, the Active-Standby steering mode can raise the path reliability, the smallest delay can lower the latency, and the Load-Balancing can increase the bandwidth. Especially, the load-balancing steering mode can provide solution to increase the bandwidth by using additional tunnel to converge both access resources, which could satisfy the high bandwidth requirement of video stream, such as VR/AR service, normally transported over UDP. It is important in 5G era for the operator to have a good 3GPP and non 3GPP integration solution to be able to provide customers better user experience while making use of available network resource in a cost-effective way. Additionally, the Smallest Delay steering mode increases the traffic transport speed by always using the fastest path, it directly lowers the latency and raises the service quality of the delay sensitive traffic (see NOTE 4).
NOTE 4:
In switching to the lowest path for the Smallest Delay steering mode, the packets disordering may happen. Therefore, the reordering is needed to eliminate the out-of-order impact on the upper layer applications. There are many well-known algorithms implemented in computer to address packet sequence issue, e.g. Bubble Sort, Selection Sort, Heap Sort, etc. Taking 1000 seriously out-of-order packets as an example, the re-sequence time is just on microsecond (us) level. 
****************** Next change**********************
7
Conclusions

The ATSSS solution in Rel-16 shall be based on the following principles:

Editor's note:
These principles below do not specify a complete ATSSS solution for Rel-16, but they provide the guidelines, which the complete solution should be based on. It is FFS how these principles can be amended or modified.

Support of MA-PDU sessions

1.
The solution shall support ATSSS with a Multi-Access PDU (MA-PDU) session, i.e. ATSSS procedures shall be applied after a MA-PDU session is established.

Editor's note:
If and how ATSSS can be applied without a MA-PDU session is FFS.

2.
A MA-PDU session is established with the Separate Establishment procedure, as specified in clause 6.2.3.1, or, with the Combined Establishment procedure, as specified in clause 6.2.3.2.

Editor's note:
It is FFS whether only one establishment procedure (Separate or Combined) or both will be supported.
3.
When the UE sends a NAS message to request a single-access PDU session and the UE supports MA-PDU sessions, the UE includes an "MA-PDU capability" indication in the NAS message. This indication may be used by the network to establish a multi-access PDU session, instead of the requested single-access PDU session, as specified in clause 6.2.4.
Policy for Multi-Access QoS Control

Editor's note:
The PCC rules created by PCF for QoS control in a MA-PDU session are FFS.

Policy for ATSSS Control

4.
During the establishment of a MA-PDU session, the PCF may create PCC rules for the MA-PDU session. These rules specify how specific service data flows (SDFs) should be routed across the 3GPP and non-3GPP accesses.

Editor's note:
The PCC rules created by PCF for ATSSS control in a MA-PDU session are FFS.
5.
The SMF maps the PCC rules into (a) ATSSS rules which are sent to UE via the AMF, and (b) Packet Detection Rules which are sent to UPF. The ATSSS rules are used by the UE for uplink traffic steering and the Packet Detection Rules are used by the UPF for downlink traffic steering.

6.
The ATSSS rules are sent to UE with a NAS message when the MA-PDU session is created or when they are updated by SMF/PCF. Similarly, the Packet Detection Rules are sent to UPF when the MA-PDU session is created or when they are updated by SMF/PCF.

7.
An ATSSS rule includes the following:

a)
A Precedence value, which identifies the priority of this ATSSS rule with respect to other ATSSS rules.
b)
A Traffic Descriptor, which identifies a service data flow (SDF). It may include e.g. an Application ID, IP descriptors, non-IP descriptors, etc.

c)
A Steering Mode, which identifies how the matching SDF should be steered across 3GPP and non-3GPP accesses. The following Steering Modes will be supported:

-
Active-Standby: It is used to steer a SDF on one access (the Active access), when this access is available, and to switch the SDF to the other access (the Standby access), when Active access becomes unavailable. When the Active access becomes available again, the SDF is switched back to this access. If the Standby access is not defined, then the SDF is only allowed on the Active access and cannot be transferred on another access.

-
Smallest Delay: It is used to steer a SDF to the access that is determined to have the smallest Round-Trip Time (RTT). As defined below, measurements may be conducted to determine the RTT over 3GPP access and over non-3GPP access.

-
Load-Balancing: It is used to split a SDF across both accesses. With a 50/50 load-balancing, the SDF traffic is equally split across the two accesses. With an 80/20 load-balancing, about 80% of the SDF traffic is sent on one access and 20% on the other access.

d)
A Steering Function, which identifies whether the MPTCP or the ATSSS function shown in Fig. 7-1 should be used to steer the traffic of the matching SDF. This is useful in case the UE supports multiple functions for traffic steering.

Editor's note:
It is FFS (a) if additional steering modes are needed, and (b) if the structure of the ATSSS rule needs to be modified. The details of the Steering Function are also FFS.

8.
As an example, the following ATSSS rules could be provided to UE:

a)
"Traffic Descriptor: UDP, DestAddr 1.2.3.4", "Steering Mode: Active-Standby, Active=3GPP, Standby=non-3GPP"

-
This means "steer UDP traffic with destination IP address 1.2.3.4 to the active access (3GPP), if available. If the active access is not available, use the standby access (non-3GPP)".

b)
"Traffic Descriptor: TCP, DestPort 8080", "Steering Mode: Smallest Delay"

-
This means "steer TCP traffic with destination port 8080 to the access with the smallest delay". The UE needs to occasionally measure the RTT over both accesses, in order to determine which access has the smallest delay.

c)
"Traffic Descriptor: Application-1", "Steering Mode: Load-Balancing, 3GPP=20%, non-3GPP=80%", "Steering Function: MPTCP"

-
This means "send 20% of the traffic of Application-1 to 3GPP access and 80% to non-3GPP access by using MPTCP".

Support of Measurements

9.
It shall be possible for the UE and the network to measure the RTT over both accesses. Such measurements may be required only under certain conditions, e.g. only when the UE has a valid ATSSS rule using a "Smallest Delay" steering mode.

10.
Measurements between the UE and the network take place over the user-plane.
Editor's note:
It is FFS if the network can provide measurement policy to UE to assist the UE in taking measurements. It is also FFS if additional measurements (other than RTT) are needed.

Support of MPTCP

11.
The solution will support MPTCP as follows:

a)
During the MA-PDU session establishment, if the UE wants to use MPTCP for traffic steering, the UE provides an "MPTCP Request" indication.

b)
If the network agrees to enable MPTCP for the MA-PDU session then:

i)
The network allocates two IP addresses for the MA-PDU session. This is required, otherwise MPTCP cannot be used. As specified in RFC 6824, "... there must be multiple addresses at least at one endpoint, for MPTCP to be used".
Editor's note:
Whether the two IP addresses are allocated to UE or to the MPTCP proxy is FFS.

ii)
The network may send MPTCP proxy information to UE, e.g. the IP address(es), port and type (SOCKS5 [9] or TCP Convert Protocol, TS 38.215 [11]) of the MPTCP proxy.

iii)
The network may indicate to UE the list of applications for which MPTCP should be applied.

Editor's note:
It is FFS how the above list of applications can be provided to the UE.   It is also FFS whether the MPTCP proxy information must be provided to UE, and/or whether a transparent MPTCP proxy can be used.

12. Within the same MA-PDU session, if MPTCP is enabled, it is possible to steer the MPTCP flows by using the MPTCP protocol (the MPTCP function) and, simultaneously, to steer all other flows by using a lower-layer steering functionality, called the "ATSSS function". This is schematically illustrated in Fig. 7-1, which shows an example UE model with an MPTCP function and an ATSSS function. The MPTCP flows is the traffic of the applications for which MPTCP can be applied (see bullet 11.b.iii). Note that in Fig. 7-1, the MPTCP traffic goes through the MA-PDU session but is not handled by the ATSSS function.

13.
The same set of ATSSS rules is applied for steering decisions by the MPTCP function and by the ATSSS function.
14. The ATSSS function includes the traffic distribution function and optionally an additional tunnel function between the UE and UPF, subject to the steering modes to be supported, such as Load-Balancing and Smallest Delay steering modes. The traffic distribution function selects the access network based on the ATSSS rules and the link performance measurement. The additional tunnel function supports the packets reordering when it is necessary.

NOTE:
In the case of Smallest Delay steering mode, the additional tunnel function can be implemented only during the switching phase, to address the potential packet disordering issue.
Editor's note:
It is FFS if the new protocol (e.g. TFCP, as described in Solution 3, or GMA, as described in Solution 1) or the existing protocol (e.g. SCTP, MPTCP, as described in Solution 1) will be used to establish the additional tunnel between the UE and UPF.
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Figure 7-1: An example of a UE supporting the MPTCP function and by the ATSSS function
****************** End of changes**********************
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